PuTTY Passwordless SSH Connection

In this tutorial, | will demonstrate how to create a passwordless SSH connection from my Windows 7 host system
to a CentOS 7 virtual machine.

| will be using PuTTYgen to generate my SSH key pair and PuTTY to remotely connect to my CentOS 7 VM.

Please note that | will be using a virtual machine that was created in my other tutorial, CentOS 7 Server Install,
accessible here.

Prerequisites
e VirtualBox VM with a CentOS 7 minimal installation
e PuTTY & PuTTYgen (can be downloaded here)
o  PuTTY: Aclient for managing SSH sessions
o PuTTYgen: A tool for managing and creating SSH key pairs
e Active Internet Connection

For instructions on how to install VirtualBox and extension pack, see my VirtualBox Install tutorial here.

If you do not already have a virtual machine, with a minimal install of CentOS 7, my other tutorial can be accessed
here.

Steps to complete tutorial:

1. Take Pre Passwordless SSH Snapshot
2. Download PuTTY & PuTTYgen
3. Generate SSH Keypair using PuTTYgen
4. Configure Cent0OS 7 VM
a. Start CentOS 7 VM
b. Configure Port Forwarding
c. Connect to VM using PuTTY
d. Install Public SSH Key on VM
e. Configure PUTTY Session
5. PuTTY Passwordless SSH Connection to VM
6. Take Post Passwordless SSH Snapshot

Take Pre Passwordless SSH Snapshot

The reason | want to take a snapshot, before we begin, is that we will be making a number of major changes to the
virtual machine. After successfully completing a major change, | find it helpful to create (take) a snapshot to act as
a fallback mechanism. If something goes wrong during a major change, we can revert back to a working snapshot
(previous stable state).

If you’ve completed my CentOS 7 Server Install tutorial, accessible here, then, you’ve already taken a snapshot
(POST-CentOS7-MINIMAL-INSTALL) and can skip to the next step (Download PuTTY & PuTTYgen).

If you already have a CentOS 7 minimal install VM. | suggest taking a snapshot before continuing with the tutorial,
to ensure that you have a starting point to revert back to.

Please note that you can name the snapshot whatever you like, just remember which snapshot is associated with
which state of the virtual machine.

From the VirtualBox Manager interface, ensure your VM is selected and that you are in “Snapshots” view.


https://www.liamsirkett.com/tutorials/2/5/en/infrastructure-centos-7-server-install/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://www.liamsirkett.com/tutorials/2/4/en/infrastructure-virtualbox-install/
https://www.liamsirkett.com/tutorials/2/5/en/infrastructure-centos-7-server-install/
https://www.liamsirkett.com/tutorials/2/5/en/infrastructure-centos-7-server-install/

If you are in Details view, switch to Snapshots view, by clicking the list icon next to the virtual machine name, and

selecting Snapshots.
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The Snapshots view will show you a listing of the snapshots created for the virtual machine.

To create a snapshot, click Take
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Enter a name for the snapshot, as well as, a short
description, then, click OK

I've taken a snapshot "PRE-PASSWORDLESS-SSH" to
ensure that | have a starting point to revert back to, if
needed.

Before starting, and configuring, the VM, we will
download the required tools, PuTTY & PuTTYgen,
needed to complete this lab.

PuTTYgen, to generate the SSH key pair.

PuTTY, to make the passwordless SSH connection to
our VM.
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- PRE-FASSWORDLESS-S5H

Snapshot Description
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passwordless SSH connection to quest VM|
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We have successfully created (taken) a snapshot and can now download the required tools.
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Download PuTTY & PuTTYgen
For both the PUTTY & PuTTYgen tools, go to the following link Download latest.

# Download PuTTY: latest release [ X +

C 0 & chiarkgreenend.org.uk

Download PuTTY: latest release (0.74)

Home | FAQ | Feedback | Licence | Updates | Mirrors | Keys | Links
Download: Stable - Snapshot | Does | Changes | Wishlist

Team

This page contains download links for the latest released version of PuTTY. Currently this is 0.74, released on 2020-06-27.

Scroll down to “Alternative binary files” and download the standalone binaries (portable versions — no installation
required) for PUTTY & PuTTYgen that correspond to the bit version of your system (32-bit or 64-bit).
| will be downloading, and using, the 64-bit portable versions. If you are using a 32-bit system, please download,
and use, the 32-bit portable version of Putty & PuttyGen.

4 I
Alternative binary files

The mstaller packages above will provide versions of all of these (except PuTTYtel), but you can download standalone
binaries one by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)
32-bit: putty.exe (or by FTP) (signature),
64-bit: putty.exe (or by FTP), (signature)

puttygen.exe (a RSA and DSA key generation utility)
32-bit: puttygen.exe (or by FTP) (signature)
64-bit: puttygen.exe (or by FTP) (signature)

Once the tools are downloaded, we are ready to begin.

Generate SSH Keypair using PuttyGen

From your system’s download location, launch the PuTTY Key Generator by double-clicking puttygen.exe.
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

If you are prompted to accept a security warning to continue, click Run

r

Open File - Security Warning

=)

Do you want to run this file?

Run

i"; MName: C\Users\Administrator\Downloads\puttygen.exe
Publisher: Simon Tatham
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Once the PuTTYgen tool opens, ensure the following (see screenshot on bottom left):

e Type of key to generate is set to: RSA

e Number of bits in a generated key is set to: 2048

Click Generate to generate the key pair

After clicking Generate, move the mouse around the
blank area randomly. This adds randomness to the
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The SSH key pair was successfully created.
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ssh-rsa AAAAB3MNzaClyc2ZEAAAAB JOAAAQEA+HOcOcogbl1bxKP JLwQHhti+gggqgl -
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Key fingerprint ssh-rsa 2048 63:c4:b9:9f0c:cb:94:95:df d&:44:b6:33:d8:d1-e3 ‘
Key comment rsa-key-20201018
I

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file [ Load l
Save the generated key Save public key l [ Save private key l
Parameters
Type ofkey to generate: B B B
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Number of bits in a generated key: 2048

After the key pair is generated, we will need to copy the Public key for pasting into the OpenSSH authorized_keys
file. Select all of the text in the area marked below and copy it to your clipboard.
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AKOZwYCQ1yotVNGExqwKCRKjr3SIhFIICOISpTI923ny4d4ks TUEOVpzjNTCCGDP766iCzu
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Key fingerprint ssh-rsa 2048 63.c4:b59:3%0c.cb:94:95:df. d&:44:b6:33.d8:d1:.e3

Cut
Key comment rsa-key-20201018
Key passphrase: v
Confirm passphrase: Delete




Next, open Notepad and paste the contents of your clipboard into an empty file.

) CentOS7-VM-public-key.txt - Notepad - ﬁ‘_&u

File Edit Format View Help
ssh-rsa AAAAB3NzaClyc2EAAAABJQAAAQEAzZN1QsvQq/1K73Tzj+iNXeydz8TclFcVGk53V5BZ42xikGjyfka

Save the file for future use (I saved it to my Downloads directory as CentOS7-VM-public-key.txt). You will notice
that there are no line breaks in the file. To view the full contents of the file, click Format -> Word Wrap
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ssh-rsa I Word Wrap I
Font...
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ksh-rsa AAAAB3NzaClyc2EAAAABIQAAAQEAZN1QsVQQ/1K7ITZ] “
+iNXeydz8TclFcVvGk53V5BZ42x1kGjyTka791uKBWu7ipLUM2PmrIgvEXjX+HuOpbvLTdvrP/05QqXNCI
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Now, return to the PuTTYgen tool and click Save private key
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We will not be using a Passphrase, so click Yes
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Save the file for future use (I saved it to my Downloads directory as CentOS7-VM-private-key.ppk).
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Now that we have our SSH key pair, we can configure our VM to use the Public SSH key, of that key pair, to enable
passwordless SSH connections.

Configure CentOS 7 VM
Using VirtualBox's default network adapter type of NAT will assign the VM an IP address, subnet mask and default
gateway, on a different network than our host machine, using VirtualBox’s DHCP Service.

Port forwarding allows us to map one IP address & port from out host to an IP address & port on the guest VM.

First, we will need to start our VM and determine which IP address has been assigned. After we identify the IP
address, we can proceed with configuring port forwarding to allow an SSH connection from the host machine to
the guest VM. Please note that the initial SSH connection, from host to guest, will require a password. Then, after
making the necessary changes, our second, and subsequent, SSH connections will not require a password.

Start CentOS 7 VM

From the VirtualBox Manager interface, ensure your VM is selected and Start
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When the CentOS 7 VM has started, enter your user’s credentials to login.
Then, to determine the IP address assigned to the VM, on the command line, execute the following:
ip addr show

T S |

:Q centos7-VM (PRE-PASSWORDLESS-55H) [Running] - Oracle VM VirtualBox
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centos?-UM login: liam

Password :
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[1iamBcentos?-UM ~ 18 ip addr show

1: lo: <LOOPBACK.,UP,COWER_OT 7 i uoodb gdisc nogqueue state UNKNOWN group default glen 1888
link~loopback ©8:80:00:80:608:08 brd BB:00:80:80:60:608
inet 127.8.8.1-8 scope host lo

valid_lft forever preferred_lft forever
inetb ::1-128 scope host
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Z: enpHs3: <BROADCAST,MULTICAST,UFP,LOWER_UP> mtu 15688 gdisc pfifo_fast state UP group default gqlen 1
alals}
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inetb feBB: :5eBd:b2le:24f6:6f98-61 scope link wnopref ixroute
valid_1ft forever preferred_lft forever
[1iamBcentos?-UM ~15

Now that we have the VM’s IP address, we can configure port forwarding.

Configure Port Forwarding

Return to the VirtualBox Manager interface, ensure your running VM is selected and click Settings
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On the left, ensure Network is selected. Under Network -> Adapter 1, click the Advanced drop down to display all
of the network adapter settings. Then, click the Port Forwarding button.
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Shared Folders [ Port Forwarding ]
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User Interface

[ OK ] [ Cancel ]

On the Port Forwarding Rules screen, to add a rule, click the green plus + button.

'g-!] Port Forwarding Rules m

|
MName Protocol Host IP Host Port Guest IP SuestPolI @

@dds new port forwarding rule. ]

[ oK ] [ Cancel ]
On the Port Forwarding Rules screen, enter | | & port Forwarding Rules m
the following:
Name Protocol Host IP Host Port Guest IP Guest Port @
Name: SSH ' &

TCP 127001 2222 100215 22
Protocol: TCP
Host IP: 127.0.0.1 (host loopback IP)
Host Port: 2222
Guest IP: 10.0.2.15
Guest Port: 22

Please note that your Guest IP could be
different than mine.

[ oK ] [ Cancel

To create the rule, click OK




We have successfully created our port forwarding rule. To continue, click OK
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Connect to VM using Putty

Now we will test our SSH connection to our CentOS 7 VM using Putty.
From your system’s download location, launch Putty by double-clicking putty.exe.
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If you are prompted to accept a security warning to continue, click Run
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Once PUTTY opens, enter an IP address of 127.0.0.1, Port 2222 and ensure the Connection type is SSH.
Then, to open the session, click Open
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Because this is your first SSH connection to the guest VM, you will be prompted to trust the server’s (VM'’s) host
key. The server’s host key refers to the server’s public SSH key.

To continue, click Yes

The server's host key is not cached in the registry. You
., have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 2048 5d:1e:23:ba:2b:89:5b:ce:97:86:a0:1d:60:d2:02.5F

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.




After trusting the server (clicking Yes), you will not be prompted with this message again because the server’s host
key will be stored in your host machine’s registry at the following location:
HKEY_CURRENT_USER\Software\SimonTatham\PuTTY\SshHostKeys

ng’ Registry Editor | | (D] ﬂh

File Edit View Favorites Help

4. PuUTTY ~ || Name Type
Jum[f:list ab| (Default) REG_SZ
Sessians ab|rsa2@2222:127.0.0.1 REG_SZ

l SshHostKeys
skypeapp- aec790c
skypeapp-088f29722eda

SlavaSoft -
4 Il 4 4 1l I

m

Computer\HKEY_CURRENT_USER\Software\SimonTatham\PuTTY\SshHostKeys

After the session opens, enter your non-root user’s credentials to login. In my case, when | installed CentOS 7 in
my virtual machine, | created a non-root user, that has ‘sudo’ privileges (administrator), with a username of liam.

T TR i

Install Public SSH Key on VM

Now that we are logged in, we can install our Public SSH key on our CentOS 7 VM. To do this, we will need to
create the required directory, as well as, create, and populate, the authorized_keys file with our Public SSH key.
This is needed for passwordless authentication using SSH.

From the command line, to create the directory and set its permissions, execute the following:
mkdir .ssh
chmod 700 .ssh

B R EE




The directory has been created and restrictive permissions have been set (only owner has full access).

Now open the file that contains the contents of the Public SSH key we created earlier.
(in my case, | saved it to my Downloads directory as CentOS7-VM-public-key.txt)

- - . 4 - — - -l el w T G —— -
@©v| ¢ » Administrator » Downloads
File Edit View Tools Help
Organize ~ Include in library ~ Share with ~ Burn MNew folder
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Ensure all of the file’s contents is selected, then, right-click and click Copy. This will copy the file contents to your
clipboard.

| CentOS7-VM-public-key.txt - Notepad =
&) Cen B Ngjepn -

File Edit Format View Help
ssh-rsa AAAAB3INzaClyc?FAAAABRIQAAAQFAZNIOsSVOqQ/1K7ITZ]

SFknFIqi75Qy6DxfaRuU0g+YLAbOTIOITgETINR
TQwjsenzsOn7512+Tau7Kiw9hxP9jL0J0Ta81guPqEX430A9tMFB3]
bEB1LQ70tdF1061715zqBXThB6F1kcBC38MdDcQ== rsa-key-20201003

Undo

Cut

Paste
Delete

Select All

Return to your PUTTY session, and execute the following, (using the contents you just copied to your clipboard):
Please note, do not use my Public SSH key that is below (just wanted to provide you with an example) but,
enter your Public SSH key between quotes:

echo "<your_Public_SSH_key>" >> .ssh/authorized_keys

echo "ssh-rsa

AAAAB3NzaClyc2EAAAABIQAAAQEA+HOCOcog61bxKPILwQHht j+gggql+0TFjHT37IEFkwe58KPFWR4AZhYchg
fsjbc/mbYSFgy21kjLFQVBhUN2IW4eiacgYyXAgS4Q58GsnmLrx+AKOZwYCQ1lyotVNG6xqwKCRkjr3SShFIJC
0I/SpTI923ny4d4ksTuE@VpzjNTCCGDP766iCzuR/viNIqviS8BZCjK90A2W3GnUFCA/6UHkbkCZVajEQ+F1rk
MbHmyCHc9QMgYbG+/9jG0S1gjhzX28rBLRisTIfnKQNLizQcaWjFSTCxjXjWWQjbvgkOpIRV8WFAmghpCY9+U
hxa6fy8HI5yUAz80VzRRIFYLW5+EpQ== rsa-key-20201018" >> .ssh/authorized_keys

After creating the authorized_keys file, set restrictive permissions on the file by executing the following:
chmod 600 .ssh/authorized_keys

Finally, close your Putty session, by executing:
exit



@ liam@centos7-VM:~

Configure Putty Session

Now we need to configure a Putty session for passwordless authentication using SSH.

Step 1: create a Putty session

Step 2: set default username for the Putty session

Step 3: attach the SSH private key to session

Step 4: save the session

Step 1: create a Putty session

First, locate where you downloaded
PuTTY and launch it
by double-clicking putty.exe.

Host Name (IP): 127.0.0.1
Port: 2222
Type: SSH

Under Saved Sessions, enter a name
you will remember.

| entered CentOS7-VM.

Then, click Save

To create a session, enter the following:

=

F PuTTY Configuration '

-Session
T

--Logging

—- Terminal

- Keyboard

- Bell

--Features

~Window

- Appearance

--Behaviour

- Translation

- Selection

--Colours

-Connection
Data

- Proxy

- Telnet

- Rlogin

=.55H

- Serial

About

Basic options for your PuTTY session

Specify the destination youwantto connectto

Host Name (or IP address)
127.00.

Load. save or delete a stored session

CentOS7-WVM

Connection type:
Raw Telnet Rlogin |@ SSH Serial

Port

| Load |
| Save |
| Delete |
Close window on exit
Always Never @) Only on clean exit
Open l | Cancel




Step 2: set default username for the Putty session

Now, on the left-hand side, under @ PuTTY Configuration w
Category: Connection, click the Category
option Data.
- Keyboard - Datato send to the server
Under Login Details, set the - Bell Login details
Auto-login username to the ---:Features e
same user used to complete the =+ Window — |  Auto-login usemame liam
previous section ----Appea.rance When usemame is not specified:
(Install Public SSH Key on VM). ----Beha\ﬂo.ur '.é.'Prompt '.,_,.'Use system usemame (Administrator)
In my case, the user liam: ""TFE‘”S'?“W - -
e created the .ssh directory - Selection Teminal details
e populated authorized_keys - Colours . .
e set permissions on both - famnscho Terminaltype sting xterm
- Teminal speeds 3340038400
User liam is the owner of both - FTOXY
the directory and the file.

Step 3: Attach the SSH private key to session

Navigate to Connection -> SSH -> Auth and click the Browse button to locate the private key saved earlier.

[ puTTY Configuration "= —_—c-
Category:
- Keyboard - Options controlling SSH authentication
- Bell
- Features [ Bypass authentication entirely (SSH-2 anly)
=-Window i [ Display pre-authentication banner (SSH-2 only)
- Appearance
- Behaviour Authentication methods
~ Translation [#] Attempt authentication using Pageant
L - Selection
- Colours [ Atempt TIS or CryptoCard auth (SSH-1)
W - Connection [¥] Attempt "keyboard-interactive” auth (SSH-2)
|
IE’)fcl::y Authentication parameters
- Telnet [ Allow agent forwarding

1

- Rlogin [] Allow attempted changes of usemame in SSH-2

Private key file for authentication:

- Bugs
- Mare bugs -

[ Open J [ Cancel




Locate your private key and click Open

== -

Organize ~ New folder =5

R Select private key file u
— L] a
@©v| ¢ *» Administrator » Downloads ~ | ¥4 || Search Downloads jo
[ —— - =
0 e

. -
. Favorites i

Bl Desktop | CentOS7-WM-private-key.ppk
4 Downloads =

Name

== Recent Places

3¥ Dropbox
& OneDrive No preview available.

. Libraries
L Documents
- Music
2=L Pictures

- [ 1 »

{ o - T T Sy

File name: CentOS7-VM-private-key.ppk - [Pul T'Y Private Key Files (*.pg Vl

[ Open |v]l Cancel ]

Step 4: save the session

After making the necessary session changes to allow for passwordless authentication, on the left, under Category:,
click Session, then, click Save

.
"B PUTTY Configuration "EGEG— -

| EBasic options for your PuTTY session |

-
Specify the destination you wantto connect to
- Keyboard HostMame (or IP address) Port
- Bell 127.0.01 2999
EIH“-I;-i-aneoa‘;ures Connection type: B .
) Raw () Telnet () Rlogin SSH (@) Serial
- Appearance
- Behaviour Load. save or delete a stored session
- Translation )
- Selection = Saved Sessions
.. Colours CentOS7-VM

[=-Connection - [ Lond l
WE]
-~ Data Cent0S7-VM I

- Telnet
Delete

Close window on exit

() Always I Never

Qnly on clean exit

E Open ] [ Cancel




We are now ready to open a PUTTY session using our SSH key pair to authenticate (no password required).

Putty Passwordless SSH Connection to VM

From PuTTY’s main window, ensure your newly created session is loaded and click Open.

@ PuTTY Configuration -l -
Category:

T'I:l - Basic options for your PuTTY session
i ‘-Logging i -
& Terminal Specify the destination you want to connect to

- Keyboard Host Name (or IP address) Port

- Bell 127.0.01 2222
_"w-i-aneoE‘lLures Connection type:

Raw Telnet Rlogin (@ SSH Serial
- Appearance

- Behawviour

- Translation s gs )
- Selection ave es5510Ns

- Colours CentOS7-VM

Load. save or delete a stored session

m

—-Connection

Default Settings Load
EE"E' CentDS7-VM |7|
- Proxy
- Telnet | e |
- Rlagin | Delete |

Close window on exit:

Always Mewver @) Only on clean exit
About I[ Open ]I Cancel

2

You should see “Authenticating with public key “your_Public_key_comment””.

Refer back to the Generate SSH Key Pair using Putty section for SSH key pair information (i.e. PuTTY Key
Generator — Key Comment field).

Also, please note that your SSH key pair information will be different than my SSH key pair information.

£P liam@centos7-VM:~ . | ="CT ‘ﬁr




We have used the PuTTY SSH client to successfully connect to our CentOS 7 VM without providing a password.
To finish the tutorial, we will take a snapshot to save our changes for future use.

To close the PUTTY session, execute the following command:
exit

ﬁlliam@centos?—vh‘l:’- R - —— =RAE X

Take Post SSH Connection Snapshot

From the VirtualBox Manager interface, ensure your VM is selected and that you are in “Snapshots” view.

To create a snapshot, click Take
S¥ Oracle VM VirtualBox Manager
Eile Machine Snapshot Help

=2 = -

Clone Settings Discard tart

Tools
I |

ORACLE XE
= [ | PRE-PASSWORDLESS-SS5H
Python @) Current State (changed)

LAB
PHP
LINUX_TN_REAL_WORLD

Various

WORDPRESS
LINUX_SHELL SCRIPTING Attributes Information
Name: Enter a name for the new snapshot
= centos7-VM (PRE-PASSWORDLESS-SSH) L) e—
(@) Powered Off 8= Description:
N¥ Take Snapshot of Virtual Machi...l B -

Enter a name for the snapshot, as well as, a short E Snapshot Name
description, then, click OK POST-PASSWORDLESS-SSH

Snapshot Description

1 n n

I've taken a snapshot "POST-PASSWORDLESS-SSH" to Configured PUTTY passwordless SSH

ensure that | have a virtual machine that is configured connection for user "liam" using SSH key
. . . pair files:

to be accessible by user liam via a PuTTY passwordless Cent0S7-VM-private-key.ppk

SSH connection. | CentOS7-VM-public-key.txt

This will come in handy whenever | need to connect to
this virtual machine.

OK Cancel | | Help




8¥ Oracle VM VirtualBox Manager

File Machine Snapshot Help

L o e &y 9 D

Take Delete Restore | Properties | Clone = Settings Discard  Start

ORACLE XE

Python

LAB

LINUX_IN_REAL_WORLD

Various

WORDPRESS

LINUX_SHELL_SCRIPTING Aftributes Information

Name: Enter a name for the new snapshot...

2
2
>
 PHP
2
2
2
>

m' centos7-VM (POST-PASSWORDLESS-...) — .
— Description:

L™ () Powered Off

Hopefully, you’ve enjoyed completing this tutorial and found it helpful.

If you would like see more of my tutorial offerings, they can be accessed here.
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